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Overall objective

I To develop a system for automatic registration and verification of identity of people
based on their keystroke’s dynamics.
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Specific objectives

I To implement characterization and identity verification algorithms based on keystroke’s
dynamics features.

I To evaluate:

I FNR, False Negatives Rate.
I FPR, False Positives Rate.
I CUA, Cost to a User to Authenticate.
I CUE, Cost to a User to Enroll.
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Database

Table: Participant’s information

Man Woman
Number of subjects 116 54

Age (µ± σ) 23.8 ± 5.8 24.4 ± 7.1
Bachelor students 102 44

Professional 6 7
Magisters 4 -
Doctors 4 3
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Model generation
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Keystroke dynamic

Table: Example of data returned by the capture
platform. word= ”Hola”, p: press, r: release.

Key Code Operation Time(ms)
H 72 p 3301
o 111 p 3524
H 72 r 3556
o 111 r 3612
l 108 p 3644
l 108 r 3692
a 97 p 3716
a 97 r 3820

Presionar Soltar Presionar Soltar

o l
Push Release Push Release

Fly
Time

Time
Retention

Time
Retention

Key 'o' Key 'l'

Time

Figure: Retention time and fly time
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Gaussian Mixture Model (GMM)
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Gaussian Mixture Model (GMM)
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Gaussian Mixture Model (GMM)
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Expectation Maximization algorithm

Algorithm:

1. First, initialize the parameters Θ = {cm,µm,Σm}, for each Gaussian m.

2. Compute probability h
(j)
m (t).

3. Change the parameters Θ to maximize the previous probability.

4. Iterate steps 2 and 3 until convergence.
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Expectation Maximization algorithm
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Login
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Performance and usability metrics

Performance metrics:

I FNR: Percentage of valid users that the system classified as intruders.

I FPR: Percentage of intruders that the system classified as valid users.

Usability metrics:

I CUE: Number of keystrokes that the user must make to register.

I CUA: Number of keystrokes that the user must make to authenticate.
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Development stage
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Experiments and results
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Development stage
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Intrusive verification

Table: Performance and usability metrics, generating login models with known tasks by the
register model.

Login Task FPR FNR CUE CUA
Task 1 18.68 10.00 314 54
Task 2 12.63 40.00 314 56
Task 3 15.72 15.00 314 133
Task 4 8.16 40.00 314 91

Valid access attempts: 20 (1 per user).
Intruder access attempts: 380 (19 per user).
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No-intrusive verification (average distance)

Table: Performance and usability metrics, generating income models with unknown tasks by the
register model, using an average distance.

Used Segment FPR FNR CUE CUA
2 13.66 17.14 314 204
3 13.69 12.86 314 308
4 12.21 11.43 314 416
5 12.15 10.00 314 520

Valid access attempts: 70 (1 per user).
Intruder access attempts: 4830 (69 per user).
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Aplication

http://pbiometriaconductual.udea.edu.co/
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Conclutions
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Conclutions

I From the analysis of the keystroke’s dynamics, it is possible to verify a user’s
identity.

I This system doesn’t need additional hardware.

I Acompanied by other biometric systems, it can help to reduce the rate of fraud.

I This methodology allows to verify the identity in two different modalities.
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Future work
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Future work

I Consider other methods to improve FPR and FNR, without increasing CUA.

I Try with different texts, in both modalities.

I Perform experiments with other languages.

I Classification of productivity and emotions with analysis of the keystroke’s
dynamics.
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